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Introduction

Overview

With the rapid development of digital information networks in society, the various IoT
devices connected to these networks improve convenience. The IoT devices for office
use handle various types of sensitive information. Whereas, the IoT devices are
exposed to recent advanced and diversified threats, such as unauthorized access to
the IoT devices via a network, and tapping or alteration of the information in transit
over a network. Multifunction products (MFPs) and printers (referred to as “products”
hereafter) are no exception. Like a PC, when using the product and connecting it to a
network, the customer’s attention is necessary.

Kyocera Document Solutions (referred to as “Kyocera,” hereafter) is committed to
helping meet the security challenges organizations face in their environments,
including federal, state, and local governments; the Department of Defense;
enterprises; and healthcare, education, and financial sectors. We enhance customers’
information security and privacy through products and services that are secure,
reliable, and compliant with international legal requirements and security standards™!.

Kyocera helps ensure our customers’ security policies are configured to their sector
best practices. By referring to this document, customers can consider the security
posture of their organization.

*1: GDPR, California IoT Security Law, ISO/IEC27001, ISO/IEC27017(Cloud Security), ISO/IEC15408 (Common Criteria), HCD-
PP, IEEE 2600, DoD 5220.22-M ECE, VSITR, FIPS 140-2/FIPS 140-3, HIPAA, GLBA, PSTI and others.
*2: Kyocera obtained ISMS Could Security certification (the new-cloud-centric security certification) ahead of all other MFP and

printer manufacturers as of November 17, 2017.



Purpose

The purpose of this document is to advise customers (i.e., administrators) of security
measures pertaining to appropriate security settings and to help you enhance Kyocera
product security in your workplace. Kyocera provides customers with a variety of
security features for its product. We recommend the configurations written in this
document be used as much as possible while applying the security settings to your
specific environment and the product life cycle from the time of the product
installation and operation through decommission phase. In order to ensure the best
performance and most effective use of the product, please read this document
thoroughly before setting the security features provided by the product. Refer to the
Operation Guides for more information on other configurations.



Target Audience

The target audience for this document is intended for:

- administrators,
- other customers.

The target audience should understand the following:

Under the current cybersecurity environment, it is important that customers (i.e.,
organizations) should manage their endpoints (i.e., products) and resources to protect
network and information assets. It is also essential that customers (e.g.,
administrators) should educate their organization’s employees on how to use network-
connected products properly. For example, user authorization management™3 should
be well determined and set by the organization to prevent privileged escalation.
Therefore, customers may rest assured to use Kyocera product in the secure
environment with the correct settings.

*3: See "User Authorization Management” described in Security White Paper for Kyocera MFPs and Printers.

NOTE
%nly administrators should have access to the high security level of features such as
network configuration, system configuration, printing protocols and ports. The
administrators should determine who can access the address book, who can add, edit
or remove entries from the address book. Administrators can define, enforce, and
prohibit various security settings. In other words, the administrators should take full
responsibility for controlling and managing the product and for making sure that no
improper operations are performed.




Edition Notice

The information contained in this document is subject to change without notice. It
could include inaccuracies or typographical errors. Changes or improvements in this
document may be incorporated in later editions. Changes or improvements in the
product or software are made at any time as needed.

Not all security features and software are supported on all Kyocera products in every
market. Some security features and software apply to certain product models only.
Customers can obtain more information about the product from the User Guides,
Operation Guides, or by contacting your nearest sales companies in your respective
regions.



Limitations

The document is intended to help you configure the minimum-security settings for
your user’s environment. Please note that you are responsible for independently
evaluating the information described in the document, as well as the usage of Kyocera
products or services, especially those connected to your network environment. The
information in the document is subject to change without notice.

The information in the document is provided "as-is" without warranty of any kind,
whether express or implied. Although care has been taken when compiling this
information, Kyocera makes no representations or warranties about the accuracy,
completeness or adequacy of the information provided herein, nor fitness for a
particular purpose, and shall not be liable for any errors or omissions. The only
warranties for Kyocera’s products and services are as set forth in the express warranty
statements accompanying them. Nothing herein shall be construed as constituting an
additional warranty.



Recommendations when using your Kyocera

product

This section explains how the appropriate security settings on the product help users
feel confident in protecting their critical data/information at rest and in transit in a
secure manner, including possible security risks.

NOTE
%e following settings described in this document are indicated only as
suggestions/recommendations for security best-practice in common workplaces.
Determine the recommended settings before configuring the Kyocera products in
user’s environment.

In the Installation Phase

Identification, Authentication and Authorization

Administrator Password

We strongly recommend the password should be set suitably for each user’s
environment to ensure that users can use Kyocera products securely with ease.

By factory default, a unique password is set for each machine. However, the
administrator password should be changed from its factory default value. The
administrator password should be complex and difficult to guess and should not be
shared with anyone who does not need access.

If the administrator password is not set, and the product is left at its factory default
settings, there is a risk that alteration or unauthorized access to the device settings
and network settings stored in the product could be allowed. This causes the
possibility of sensitive and personal information leaks.

The unique administrator password setting helps protect the product against
unauthorized access or use.




E.g.)
<From the Operational Panel of the product>
Configuring Administrator (Admin) Password Setting

1.

(6))

Click Job Accounting/Authentication > User Login Setting > Add/Edit Local

User.
Select Admin.

Input Login Password and Confirm Password.

Click Save.
S/ 01:01
© e B
Status/ Device languoge  Paper Seftings
Job Cancel Information 1
4
System Menu
Quick Setup Print Accounting Report °
Wizard &
Device User Login Setting Energy Saver
Settings
User Login
Notification/ Off >
Report
Add/Edit Local User
Function >
Settings
Authentication Security //
Network el
Settings User Account Lockout Settings >
Security
Settings Password Policy Settings >
Job Accounting/ )
Authentication - A4
Counter ﬁ Close
S8 00:48
. » =
5 & © W &
Copy Send Status/ Device Language Paper Settings
Job Cancel Infermation 1
Cancel User: Admin
User Name &
o N e

Login User Name

Admin

Login Password

dkkkddkkkk

Confirm Password

ek ek ke

The screens may vary depending on the product model.



Password Policy
Password policy should be set that encourages users to employ unguessable strong
passwords.

A password that does not meet the password policy should be prohibited. Otherwise,
it is easy to be analyzed by attackers.

The password policy helps prevent simple passwords from being set by users and
guards against unauthorized access by a third party.

E.g.)

<From the Operational Panel of the product>

1. Click Job Accounting/Authentication > Authentication Security.
2. Select Password Policy Settings.

3. Switch to On > Password Policy.

S/ 01:01
© e B
Status/ Device languoge  Paper Seftings
Job Cancel Information 1
4
System Menu

Quick Setup Print Accounting Report o
Wizard &
Device User Login Setting Energy Saver
Settings

User Login
Notification/ Off >
Report

Add/Edit Local User
Function >
Settings

Authentication Security //
Network el
Settings User Account Lockout Settings >
Security
Settings Password Policy Settings >
Job Accounting/ /" )
Authentication -/ A4

Counter ﬁ Close




28 01:02

e &) & &

Cop Send Status/ Device Language Paper Settings
Job Cancel Information 1

Password Policy Settings Close

Password Policy &

S/ 01:02
& & :
Co send i i eee
Py Status/ Device languoge  Paper Seftings
Job Cancel Information 1
Password Policy Settings Close
Password Policy &

D Energy Saver

Minimum Password Length

Password Complexity

Maximum Password Age

Policy Violated User List

VIV WV WV

The screens may vary depending on the product model.
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E.g.)

<From Web Connection>

Configuring Password Policy Settings

1. Click Security Settings > Device Security

2. Specify the required settings such as Password Policy Settings as indicated in
the red box.

3. Click Submit.

Command Center RX
Madel : ECOSYS MAG000Ifx
Host Name : KMCBF2B2

Last Updated :

2024/10/18 00:53:34
m Home

]
M Adoin

Devics Information / § . . "
(1) emesEame e /T\ Security Settings : Device Security
Job Status Authentication Security Settings
E Document Box Password Policy Settings

Maximum password age :

Ei e Bl Password Policy :
E} Devics Sattings
[ Function Settings [ Vdaye
@ Metwork Settings Minimum password length :

character(s)
Password complexity : Rsject common PW and 3 consecutive

) . same chars
Devics Sscurity

[ At Isast ons uppsrcass lstter (A-Z)

Send Security At lsast ona lowercass latter (a-z)
At Isast ons number (0-9)
Network Security [ At Isast one symbol
Password Policy Violated User List : \ user List
Cartificates

Usar Account Lockout Settings

% Managament Settings
Lockout Poliey :
82 Links
Number of Retries until Locked : timas)
Lockout Duration : [1 v|minutes

Lockeut Target : O Al (@ Remote Login Only

Locked out Users List : \ user List

Unusable Time Settings

: For thase settings to take sffect, click Submit and then restart the device and network.

Rastart the davica or network on this pags: Rastart/Resot




User Account Lockout Policy
User Account Lockout Policy should be set to strictly control access to the product.

The User Account Lockout Policy detects failed login attempts with incorrect passwords
that has repeatedly occurred more than the pre-set number of times and immediately
locks the user account for a certain period of time.

The User Account Lockout Policy helps guard against Denial of Service attacks or
Brute Force attacks on the product.

E.g.)

<From the Operational Panel of the product>

1. Click > Job Accounting/Authentication > Authentication Security.
2. Select User Account Lockout Settings > Lockout, Lockout Policy.
3. In Lockout, Switch to On.

S/ 01:01
© e B
Status/ Device languoge  Paper Seftings
Job Cancel Information 1
4
System Menu

Quick Setup Print Accounting Report °
Wizard &
Device User Login Setting Energy Saver
Settings

User Login
Notification/ >

Off

Report

Add/Edit Local User
Function >
Settings

Authentication Security /7
Network el
Settings User Account Lockout Settings >
Security
Settings Password Policy Settings >
Job Accounting/ /" )
Authentication -/ A4

Counter ﬁ Close
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28 01:05

s I & s

Copy Send Status/ Device Language Paper Settings
Job Cancel Information 1

User Account Lockout Setting Close

Lockout -

Lockout Policy

28 01:06
=
e = © e B
Copy Send Status/ Device languoge  Paper Seftings
Job Cancel Information 1

User Account Lockout Setting Close

Lockout .
ockos D Energy Saver

Lockout Policy

Locked out Users List

The screens may vary depending on the product model.
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E.g.)
<From Web Connection>
Configuring User Account Lockout Policy Settings

1.
2.

3.

Click Security Settings > Device Security.

Specify the required settings such as User Account Lockout Settings as shown

in the remote screen.
Click Submit.

Command Center RX
Madel : ECOSYS MAG000Ifx
Host Name : KMCBF2B2

Locatian : Englich v
£} rore

]
M Adoin

Last Updated :

Auto-refresh 5 024/10/18 00:53:24

~ | character(s)

g Rejsct common PW and 3 consscutive
same chars

(] At Isast ons upparcass lattar (A-Z)

At laast ons lowsrcass lstter (a-z)

At lsast ons number (0-9)

[ At lsast one symbol

‘ User List

E Devics Information / . . . .
© Romoto Operation /T\ Security Settings : Device Security
Job Status Authentication Security Settings
E Document Box Passwaord Policy Sstfings
n Password Policy :
@I Address Book
Maxi d :
E} Devics Setfings aximum password age
[®2 Funcrion Settings
Minimum passwerd length :
Network Ssttings
Security Seftings )
Passwerd complexity :
Deavice Security
Send Security
Netwaork Security
Password Policy Viclated User List :
Cartificates

o

User Account Lockout Settings

% Managament Sattings
Lockout Policy :

82 Links
Number of Retries until Locked :
Lockeut Duration ;

Lockout Target :

Locksd out Users List :

tima(s)
B minutes

OAll (® Remote Login Cnly

‘ User List

Unusable Time Settings

: For these settings to take effaect, click Submit and than restart the device and network.
Restart the devics or network on this page: Restart/Resst
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Product Management Interface
Access credentials (i.e., an administrator login and password) input to the product
management interface should be registered in advance.

If access to the product management interface by general users is not restricted, this
could cause unauthorized use or setting change of the product.

Kyocera offers the product management interface (i.e., Command Center Remote
extensions) that enables a user who has an administrator privilege only to have real
time access to check and change various settings of the Kyocera product over the
network remotely (via a web browser), thereby protecting the product against
unauthorized use and changing settings.

E.g.)

<From Web Connection>

Configuring Web-Based Administrator Login

1. Click Login or Admin Login in the upper right corner of the remote screen, then
the Admin Login screen appears.

2. Enter the User Name and Password.

3. Click Login.

Admin Login X

User Name l ]

l

You can try in number of times below with one registered account.
If you enter an incorrect password on all tries, the account will be locked.

Number of tries : 3
Login

Password

16



Network Security

Internet Connection

A product should not be connected directly to the Internet. A local IP address should
be assigned to the product, which is connected to an internal network (LAN) with
firewall/router protection, separated from the external network.

If the product is connected directly to the Internet without a firewall/router that
enables to control access from the Internet, the product is directly exposed to attacks
from the external network. In other words, the data stored on the product when
copying, printing and faxing, and the personal data such as address book entries are
exposed and can be viewed from the external network. This causes risks for
unauthorized access to the product, resulting in alteration of security settings and
send destination, and data leaks.

I Unsecure Connection

Printer

Accessible by unspecified number of users from the Internet (i.e., from the external network)

17



I Secure Connection

Router

Printer

Accessible only by legitimated users on LAN (i.e., inhouse)

The following data should be protected:

- Data stored in HDD/SSD on the product

- Data stored in User Box/Job Box/FAX Box inside the product

- Destinations registered on the destination list such as address book and
personally identifiable information

- Data stored in Shared Box

- Device settings

- Audit Logs

NOTE
E./;nce the product is a network-connected device, it should restrict network access,
the use of network protocols and ports, and deter malware.
Administrators should set enable/disable FTP, HTTP, IPP, SMTP, RAW, SNMP and other
common protocols on a product basis to block unnecessary connections.
Also, the use of the product should be restricted by setting of IP address, allowing
only the specified ranges of IP addresses (and subnet mask combinations) to be
permitted/rejected access to the product and to send/receive documents.
In addition, the product should be able to use encryption protocols such as SSL/TLS
and IPsec to protect data in transit over the network.
Finally, Kyocera obtained Wi-Fi CERTIFIED WPA 3 certification. The products that
support this feature offer more robust protection against unauthorized use. This helps
prevent attacks like KRACKs and Brute-force.

18




E.g.)

<From Web Connection>

Configuring Protocol Settings

1. Click Network Settings > Protocol.

2. Specify the required settings to switch Off/On for any of the protocols as shown
in the remote screen.

3. Click Submit.

Command Center RX
Model : ECOSYS MABDOOIfx
Host Name : KMCBF2B2

- Last Updated :
Location : Auto-refresh 5024/10/18 00:31:08

(]
M Admin

Q

Device Information /
Remota Operation

4}
Fe
Job Status Print Protocols
£
(&

/T\ Network Settings : Protocol

NetBEUI :

Address Book LFD-

Cor D
E{_ PoheCemhEs FTP Server (Reception) :
(o= B

[} Function ssttings PP
(e) Network Settings IPP over TLS :
Gameat To use thass setfings, snable TLS. Network Security
TCP/IP Port Number : 443 (1- 32767)
IPP over TLS Cartificats : Device Certificate 1
Protocol
| Seftings |
Security Settings —
1PP Authentication : ) :w
% Management Ssitings
82 Links
WSD Print

Scan.
POR3 (E-mail RX) : )

: For thase settings to take effect, click Submit and then restart the device and network.

Restart the devica or network on this page: Rastart/Reset




E.g.)
<From Web Connection>
Configuring IP Filter(IPv4) Settings

1.

ol gs BB

Click Network Settings > TCP/IP.

Set IP Filters (IPv4) to On.

In Filter Type, select either Allowed or Denied.
If necessary, set Always Allow ICMP to On.
Click Settings.

Configuring IP Filter(IPv6) Settings

1.

o gn (2B

Click Network Settings > TCP/IP.

Set IP Filters (IPv6) to On.

In Filter Type, select either Allowed or Denied.
If necessary, set Always Allow ICMP to On.
Click Settings.

Command Center RX
Model : ECOSYS MABOO0Ifx
Host Nome ;. KMCEBF2B2

- Last Updated -
wier Auto-rofissh B 003635 O
ﬁ Homa

(]
M Admin

Device Information /

© Romots Operation /N Network Settings : TCP/IP
ob Status IP Filter(IPv4) Settings
@ E
" - ™\
B soarmeron <>
I eiiras Bock Filter Type : @® Allowed (O Denied
e
n

.
Always Allow IZMP ; . on )
g3 Devica Saffings

Settings

[®%] Funcrion Sattings

Y
) ‘ )]
Conoral P Filters (IPvE) : on )

TCRAP Filter Type : (@ Allowed (7) Denied

~
s I
C— Always Allow ICMP ; . on )
Sattings
Security Settings

& Managsment Saettings Logical Printers

2 Links Sattings

IPSec Setfings
O \|
1PSac . On )
- e — )
Expiration Verification : on )
Restrictlon : @® Allowed (O Denled

Allcwad® manns normalicaffic fnod definad by tha PSac

: For these settings to take effect, click Submit and then restart the device and network.

Rastari the devica or netwark on this page: Restart/Resat
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E.g.)

<From Web Connection>

Configuring Network Access Settings

1. Click Security Settings > Network Security.

2. Specify the required settings such as Filtering/Firewall, SNMPv1/v2c,
SNMPv3, TLS, IEEE802.1X, and IPSec.

3. Click Submit.

Command Center RX
Model : ECOSYS MAB00Difx
Host Name : KMCBF2B2

- Last Updated :
Location : Auto-refresh 5 024/10/16 00:40:34
ﬁ Home

(]
M Admin

0

Davics Information / i i i
© Romoto Opsration /r\ Security Settings : Network Security
Effactiva ENcryption ; |_JARCFOUR DES
Job Status [Japes M aes
AES-GCM CHACHAZ20/POLY1305
E Document Box
] Automatically use the appropri
|E= Address Book 2slacting mars than ons st -
_ _ Hash - [sHat SHAZ(256/384)

g3 Device Setiings

E RO G Network Access Setfings

) Filtering/Firewall : Network access to the device can ba rastricted to
Network Sattings allow enly spacific network addrasses

Refer fo this link.
Mm IP Filter(|Pv4) Satfings
1P Eiltel 6) Settings

Devics Security

SNMPv1/vZc The SNMP Reod and Write Community seftings
function as passwords fe centrol read ond write

Send Security accass fo the devica via SNME.

Refor to this link. SNMP Settings

Wy s SNMPV3 : The SNMPv3 communication settings are used to
control authentication and encryption

Certificatss communication that occur via SNMP.

Refar to this link.  SNMP Sattings

% Management Settings

TLS To use TLS communicaticn, Secure Pretocols must
be enabled.
cS2 Links Ses Secura Protocol Seftings ot tha top of this
pags
IEEES02.1X 2 To use IEEE802.1X communication, IEEES02.1X

communication must be enabled
Refer to this link. |EEEB02.1X Sattings

IPSec : To use IPSsc communication, IPSec must be
snabled.
Refer to this link. TCPAP

: For thasa settings to taks sffact, click Submit and then restart the device and network.

Restart the devics or network on this page: Rastart/Rasat
rocot _ (R




E.g.)
<From Web Connection>

Configuring IP Settings (Wired Network)
1.
2.

Click Network Settings > TCP/IP.

This screen includes the following items for configuration: DHCP/BOOTP, Auto-

IP, IP Address, Subnet Mask, Domain Name, DNS Server, DNS Search
Suffix, DNS over TLS, Certificate Auto Verification, Hash, and WINS

Server.
Click Submit.

Command Center RX

Model : ECOSYS MAB0O00ifx
Host Name : KMCBF2B2

Location : English v
m Homs

E Davice Information / i
) Mo @it /r\ Network Settings : TCP/IP
AR 1Pv4 Setfings (Wired Natwork)
E Document Box DHCP/BOOTP &
H
= Address Book Aute-IP:
E{_ Device Settings IP Addrass :

,ﬂ}' Function Sattings Subnet Mask:

Domain Nama :
Network Settings

DNS Server :
General
TCP/IP DNS Server (Primary) :
Protocol DNS Server (Secondary) :
DNS Search Suffix :
Security Settings
& Managament Ssitings DNS Search Suffix (Primary) :
@ Links DNS Search Suffix (Secondary) :

DNS over TLS :

Certificate Auta Verification :
Hash :

WINS Servar:

WINS Sarvar (Primary) :

(]
M Admin

Last Updated :

Auto-refresh ;024110118 00:45:36

vy
192.168.11.66
255.255.255.0

(@) Use DNS Sarver from DHCP
() Use following DNS Server

(@) Use DNS Search Suffix from DHCP
() Use following DNS Search Suffix

‘ On hd

validity Period [ server idantity
Chain

[ sHa SHA2(256/384)

(@ Usa WINS Server from DHCP
() Use following WINS Server

: For thesa seffings o foks sffect, click Submit and then restart the device and network.
Rastart the devics or network on this page: Rastart/Rasat

0
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E.g.)
<From Web Connection>
Configuring IPSec Settings

1. Click Network Settings > TCP/IP.
2. Switch to On to use IPSec protocol.
3. Specify the required settings such as Expiration Verification, Restriction, and

Root Certificate.
4. Click Submit.

Madal : ECOSYS MAGODOIfx
Host Name : KMCEF2EB2
Location :

Q Home
E Device Informaticn /
O romote Operation
’<> Job Status
E Document Box
"
= Addrass Book
ﬁ Device Settings
M2 Function Ssttings

Ganeral
TCP/IP
Frotocol
Security Satfings
% Managsment Settings

82 Links

Command Center RX

Admin

English v Auto-refresh

/[N Network Settings : TCP/IP

IPSec Setfings

G\I
IPSac On )/

- e S
Expiratien Verification - on )

Restriction : @ Allowed

Last Updatad :
2024/10/18 00:48:58

Root Certificats @

Roeot Certificata 1 Subject :

Root Certificata 2 Subject

Roeot Certificata 3 Subject :

Root Certificata 4 Subject :

Roeot Certificata 5 Subject :

: For these settings to take effact, click Submit and then restart the devics and network.

Rastari the devica or netwark on this pags: Rastart/Rasst

O

J NOTE

At Kyocera, we conduct our own vulnerability tests and penetration tests performed
by a third party to ensure the security for our products without vulnerabilities.
However, if the product is connected directly to the Internet, customers are facing

security risks for the product.
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TLS Encrypted Communication

When accessing a product through a web browser or network printing, the
communication data in transit should be encrypted by enabling the TLS protocol.
Communication destination should also be checked if it is a legitimate connection
destination. TLS protocol helps prevent tapping and alteration and makes it difficult to
analyze the data.

If TLS encrypted communication is not supported, this causes risks for alteration,
leakage, tapping of settings information and print data, sending information to
unauthorized destinations (i.e., devices), and unauthorized access to the product from
the external network.

Depending on the security level corresponding to each organization’s environment, a
stronger version of encryption protocol (e.g., TLS 1.3) or encryption algorithm (AES)
can be set. Self-certificates and CSR certificates support secure and stronger level of
TLS 1.3/SHA-2.

[/ noTE

Use available stronger encryption for communication.

Kyocera products support TLS encryption protocols including TLS1.0, 1.1, 1.2, and
1.3. The availability of these features depends on the product model.

24




E.g.)
<From Web Connection>
Configuring TLS

1. Click Security Settings > Network Security.

2. Specify the required settings such as TLS Version
(TLS1.0/TLS1.1/TLS1.2/TLS1.3), Effective Encryption
(ARCFOUR/DES/3DES/AES/AES-GCM/CHACHA20/POLY1305), Hash
(SHA1/SHA2(256/384)), HTTP Security (Secure Only (HTTPS)/Not
Secure (HTTPS & HTTP), IPP Security (Secure Only(IPPS)/Not
Secure(IPPS & IPP)), Enhanced WSD Security (Secure Only (Enhanced
WSD over TLS)/Not Secure (Enhanced WSD over TLS & Enhanced WSD)),
eSCL Security (Secure Only (eSCL over TLS)/Not Secure(eSCL over TLS &
eSCL)), REST Security (Secure Only (REST over TLS)/Not Secure (REST
over TLS & REST)), and Clientside Settings.

3. Click Submit.

Model : ECOSYS MABOODIfx
Host Name : KMCBF2B2

Location :

{;} Homa

Device Information /
Remote Operation

Job Status
E Document Box

n

= Addrass Book
E} Davice Settings
..-m- Function Settings

i,_-’,; Network Settings

Securily Seftings
Device Security
Send Sscurity
Natwork Security
Cortificates

% Managsment Sstfings

82 Links

Command Center RX

[
M Admin

Last Updated :
English - Auta-refresh h?, ,D arec

4\ Security Settings : Network Security

Secure Protocol Settings

s " @)
LS: On )

 you sslect OFf TLS cannot be used for communication
Serverside Seffings :
TLS Version : Orisio Orisna
ETistz ETisis
Effactive Encryption : [Jarcrour DES
Japes @ Aes
B aEs-GCM B CHACHA20/POLY1305

Hash: (M [ sHA2(256/384)

. (® Secure Only (HTTPS)
HTTP Security : ) Not Sacure (HTTPS & HTTF)
. (@ Secure Only (IPPS)

IFP Security : (0 Not Secure (IPPS & IPP)

(@ Securs Only (Enhanced WSD over TLS)
~, Not Sscurs (Enhanced WSD over TLS &
~ Enhanced W5D)

Enhanced WSD Security :

8SCL Security (@ Securs Only (25CLover TLS)
- s (O Not Secure (95CL over TLS & aSCL)
. (@ Securs Only (REST over TLS)
REST Security : =
securtty () Not Sacurs (REST over TLS & REST)
Cliantside Seffings :
TLS Varsion ; Orisio Orisn
ETs2 Erss

Effactive Encryption [apcenie nES.

: For thasa ssttings to taka offact, click Submit and than restart the device and natwork.

Restart the devics or network on this page: Restart/Resst

%)
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E.g.)

<From Web Connection>

Configuring protocols for sending email
1. Click Network Settings > Protocol.

2. In SMTP (E-mail TX), switch to On.

3. In SMTP Security, select TLS.
4

In Certificate Auto Verification, select the check box for the following in sequence:
Validity Period, Server Identity, Chain, and Revocation.

5. In Revocation Check Type, select from the following: OCSP, CRL, CRL & OCSP.
6. For Hash algorithm, select the box for either SHA1 or SHA2(256/384).

J nOTE

The remote screen shows an example to confirm a communication destination if it is a

legitimate connection destination.

Command Center RX

Model : ECOSYS MAB00Difx
Host Name : KMCBF282

Location : English v
m Home

E Devics Information / .

O Remots Operation 4\ Network Settings : Protocol
Job Status

E Document Box Send Protocols

i Addrass Book SMTP (E-mail TX) :

EI‘ Davice Settings
SMTP 5 ity 2
M) Function Satfings scurity

Genaral

Coartificate Auto Verification :

Revocation Check Type =

TCP/IP
Hash:

Protocal

Security Settings

FTP Client (Transmission) :

SMB :
% Management Setings

WSD Scan:
82 Links

a5CL:

o5CLoverTLS :

8SCLover TLS Carfificats :

N N N T

Admin

Auto-rafrash

Last Updated :
2024/10/18 01:23:16

o use ihesa setfings, snable TLS. Network Security

validity Period
Chain

[JsHat
Off )
Off )
Off )
Off )

Off )

Sarver Idantify

[Ersvocation

[ sHA2(256/382)

uzs thass seffings, snable TLS. Network Security

Davice Certificate 1

Sattings

: For these seftings to take effect, click Submit and than restart the device and network.
Restart the devics or network on this page: Restart/Rasat

o
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E.g.)

<From Web Connection>

Importing a CA-Issued Certificate

1. Click Security Settings > Certificate Settings.

In Import Certificate, select Import on a root certificate.
Select Choose File to browse for the certificate file.
Select Open.

Click Submit after importing the root certificate.

ol gs BB

J nOTE

The remote screen shows an example of management settings for the respective
certificate settings. We recommend a CA-issued certificate be imported for a device
certificate as indicated in the red box.

Command Center RX ﬁ o
Model : ECOSYS MABDODIfx
Host Nome : KMCEBF2B2 . Last Updated :
Lecation : English he Autorsfresh 5 05410416 01:36:05 Q
Q‘ Homs Security Seffings : Certificates
E Device Information # " N
@ Remote Operation ¢ Certificate Settings
Job Status Device Certificate 2 Settings
_ Status : Inactive
Document Box
S Expiration :
I Address Book ]

- Craote Salf Cartificate : | Craate |
E} i iEtihs Impart Certificate : | Import |
B Function Sattings Creats Carfificats Signing Request ; | Create |
Natwork Settings Retrieve Certificate via SCEP: | Ratrievs |
Security Seffings
(]

w Management Setfings
Job Accounting
Authentication
Notification/Repart
History Sstfings
SNMP
Restart/Reset
Remote Sarvices
Application
Remote Operation
S U : For these settings to take effect, click Submit and then restart the devics and network.
[ Restart the device or network on this page: Resiart/Resst
Back
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Stored Data Protection

HDD/SSD Encryption
Any encryptions available for the product should be used and security features
supported should be used to ensure the product is as secure/strong as possible.

Image data obtained when copying, printing, faxing and scanning is stored on an
HDD/SSD inside the product. User registration, device settings, and address books are
also stored on the drives. If the HDD/SSD is removed from the product by a malicious
person, the data/information stored on the HDD/SSD may be leaked.

By enabling the HDD/SSD encryption feature, data to be stored on an HDD/SSD is
encrypted for protection. The encryption algorithm and key length adopt AES (FIPS
197) and 256 bits, respectively, which are used for the government documents. Even
if the HDD/SSD is removed from the product by a malicious person, the sensitive or
confidential data stored on the HDD/SSD cannot be leaked. Because the data is
protected by encryption, it will be impossible to analyze the data even if the drive is
connected to a PC analysis tool.

[ NnOTE
The product has a cryptographic module, which meets F1 P S 13/ével 2
requirements. The cryptographic module is designed and implemented by Kyocera.
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NOTE
%e operational panel of the product shows an example of Security Settings for
Trusted Pl at f o rsabtingladindicated in the red box.
Some Kyocera products are equipped with the Trusted Platform Module. An encryption
key used for encrypting the HDD is encrypting by a root encryption key contained in
the Trusted Platform Module. Certificates are encrypted by the same root encryption
key. The HDD encryption key and the root encryption key are saved separately. The
root encryption key is rigorously protected within the Trusted Platform Module so that
it cannot be disclosed outside of the security chip. Even if the HDD is removed from
the product, data stored on the HDD cannot be leaked and is securely protected.

2/ 14:15

i L]

& i i1 © s

Copy Send Status/ Device Language Paper Settings

Job Cancel Informati
Device Information [EEEILLY
Identification/ |~ DataEncrypt./Overwrite Enabled
Wired Network Trusted Platform Module Enabled 1
pecitication version 70 =
Supplies/ Manufacturer Name IFX Energy Save
Paper Manufacturer Version 116
Secure Boot Enabled
USB/NFC/ Runtime Integrity Check Enabled
Bluetooth Allowlisting Disabled
Option/
Application
4
Capability/ Reset
Version
/A Close

The screens may vary depending on the product model.
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Device Management

Audit Logs

Audit logs for all activities (e.g., login logs, device logs, and security communication
error logs) on the product are highly recommended to provide administrators with
visible records such as when and how the product or document is accessed and
handled. In other words, organizations should monitor security logs from the product
via SIEM to detect any intrusion in real time. The product should seamlessly
communicate with the SIEM using syslog protocol. Therefore, the SIEM server notifies
clients of external attacks and threats based on the analysis results.

E.g.)
<From Web Connection>
Configuring settings for Audit Log (Syslog) Setting

1.

o gn (G

o

Click Management Settings > History Settings.

Displays the status for Syslog.

In Destination Server, enter the address for the destination server.

In Port Number, enter the port humber for Syslog.

In Facility, select the number of facilities that obtains the log from the drop-down
list.

In Severity, select the severity of obtained log from the drop-down list.

Command Center RX o ‘
M Admin
Model : ECOSYS MAB000ifx
Host Nome : KMCBF2B2 - Last Updatad :
Location : Englich hd Auto-rafresh 5 0rar0/16 01:47:48 O
m Home
Dsvics Information # i . i
@ Romote Operation 4\ Management Settings : History Settings
Job Status Job Log History
Rscipiont E-mail Address : [ |
E Document Box
: Subject: [ |
|E|I Address Book
] ° ndin ( )
Auto Sel g \__off y
Eﬁ Device Settings
Numbsr of Records - 1 1-16)
M. Function Setfings . -~ B
Personal Information ; (@ Include () Exclude
FAEY . —
L) it Run ance now ; Sand
SRR ENEE Audit Log (Syslog) Setting
Y on - i
Management Seffings Syslog: o
Job Accounting Settings must be mads in Remote Sysiog. Protocs
Destination Server: |
Authsnfication
To specify the ssrver name by domi i
Notification/Report == I
Port Number : {1 - 65635)
History Settings
SNMP
—
Restart/Rasst
Remote Services
Application
Rsmota Opesration
S Links
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E.g.)

<From Web Connection>

Configuring Event Report/Scheduled Report settings
1. Click Management Settings > Notification/Report.
2. In Syslog Records Kept Alert, switch to On.

3. Click Submit.

Command Center RX a s

Model : ECOSYS MAB00Difx

Host Name : KMCBF2B2

" Lost Updated :
Location : Sy Eiaal 2024/10/18 01:54:07

"\ Management Settings : Notification/Report

Event Report / Scheduled Report 1

Recipient 1 E-mail Addrass : | |

Subject : |%primerevar|| mail |

Subjec versio
=printer : Modsl
%sorial : Sericl Number
%etheraddr : MAC Addrass
%host : Host Name

%ip o IP Address

Evenf Report:
[l add Papsr [ tow Toner
[ Add Toner [Ceover open
DFun;:sie Toner [JPaper jom
Event Repart ltems Box e
Callothererrors (1M for

Maintencnce scon
Time for
Maintenance

Evert Raport infarval [0 Jeminutes

Note :
An suent will ba reportad only when of lsast ons of tha
selectad svants occurs during th interval.

Notify when Data Sanitizaticn Starts :

(&

Syslog Records Kept Alert

ool

Netify when Malicious Program is
Detacted :

Scheduled Report :

Scheduled Repart Items ; [J counter Status

Scheduled Repart Interval : | None ~

Run once now ;

- ]
e
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Log Status/Job Logs
Users (i.e., Administrators) should check the product is securely used and checked for
unauthorized access, and should update the product settings to control who can

access and use the product regularly. To confirm this, Log Status/Job Logs should be
set.

These logs provide job information and fax transmission logs such as who has
accessed the product, what errors have occurred, and how the functions have been
used.

The job logs highly disincentivize unauthorized use of the product or data leaks by a
malicious person and allow tracking unauthorized access to the product.

E.g.)

<From Web Connection>

Configuring Job Status/Job Logs Settings

1. Click Security Settings > Device Security.

2. In Display Jobs Details Status, Display Jobs Log, select Show All/My Jobs
Only/Hide All from the drop-down list. In Display Fax Log, switch to Show
All/Hide All. In Pause/Resume of All Print Jobs, switch to Prohibit/Permit.

3. Click Submit.

Command Center RX
Model : ECOSYS MABQO0DIfx
Host Name : KMCBF2B2

Last Updated :
less i 2 English v Auto-refresh st Updars O

2024/10/18 02:05:28
m Home

[
M Admin

Devics Information # i i . i
(3) R @i 4\ Security Settings : Device Security
Job Status Interface Block
Network : Refar to this link. Protocol
E Document Box
) USE Devics : (@ Block (0 unblock
EI Address Book
USB Host: @ Block (O Unblock
E Device Seftings
=] USE Drive Block Unblock
E Functian Sstfings Cptional Intarfocs : @ Block () unblock

@ Natwaork Setfings

Lock Operation Panel

Security Seffings Operation Pansl : ‘ Unlock v‘
Device Security Job Status/Job Logs Settings
Display Jobs Ditail Status : [ Hida Al v
Send Security :
Display Jobs Log : ‘ Hide All v‘
Network Security
Display FAX Log (O show All (@) Hide All
Certificatas
Pause/Resums of All Print Jobs : (O Protibit @ Pormit
% Management Settings
Edit Restriction
82 Links Addrass Book: O off @ Administrator Only

One Touch Key : O off (@ Administrator Only
Authentication Security Settings
Password Policy Setfings
Posswerd Policy : | off J

: For these seftings to take effect, click Submit and than restart the device and natwork.

Restart the device or netwark on this page: Restart/Rasat
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Interface Block

Security features supported by the product should be used to ensure the product is as
secure/strong as possible. According to the users’ security policy, access through the
product’s interface such as USB Device, USB Host, Optional Interface should be blocked.
Network interface should also be restricted on a protocol basis.

If these settings are not proper, risks for data leaks or unauthorized access to data on
the product can exist.

These Interface Block settings prevent data leaks from the USB interface via USB
memory as well as prevent the spread of viruses.

E.g.)

<From Web Connection>

Configuring Interface Block setting

1. Click Security Settings > Device Security

2. In USB Device, USB Host, USB Drive, and Optional Interface, switch to

Block/Unblock. To configure the detailed settings, go to Network Settings >
Protocol.

3. Click Submit.

Command Center RX

M Admin
Model : ECOSYS MAB0ODIfx
Host Name : KMCBF2B2

Last Updated :
less i 2 English v Auto-refresh st Updars O

2024/10/18 02:05:28
m Home

Devics Information # i i . i
(3) R @i 4\ Security Settings : Device Security
Job Status Interface Block
Network : Refar to this link. Protocol
E Document Box
) USE Devics : (@ Block (0 unblock
= Address Book
USB Host : @ Block (O Unblock
ﬁ Device Seftings
=] USE Drive Block Unblock
[®8 Funciion settings optional Intarfocs : @® Block ) Unblock

@ Natwaork Setfings

Lock Operation Panael

Security Seffings Operation Pansl : ‘ Unlock v‘
Device Security Job Status/Job Logs Settings
Display Jobs Dstail Status : [ Hida Al v
Send Security
Display Jobs Log : ‘ Hida All v‘
Network Security
Display FAX Log (O show All (@) Hide All
Certificatas
Pause/Resume of All Print Jobs : ) Prohibit @ Permit
% Management Settings
Edit Restriction
82 Links Addrass Book: O off @ Administrator Only

One Touch Kay : O off (@ Administrator Only

Authentication Security Settings

Posswerd Policy Ssffings

. {d B
Posswerd Policy : \_off

: For these seftings to take effect, click Submit and than restart the device and natwork.

Restart the device or netwark on this page: Restart/Rasat
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Lock Operation Panel

Insiders have a relatively high likelihood of handling their organizations’ critical
data/information. If some insiders who do not have authorization conduct
unauthorized use of the product or its particular features, this may cause critical
data/information leaks of data stored on the product.

Therefore, operations on the product panel should be restricted. The partial lock
feature controls options in three areas: input/output, job execution, and paper. This
feature has the ability to prohibit system menu and job cancelation operations. Only
administrators can set these options.

The partial lock feature prevents unauthorized operations on the product.

E.g.)

<From Web Connection>

Configuring Lock Operation Panel setting

1. Click Security Settings > Device Security.

2. In Operational Panel, select Lock (Partial Lock 1/ Partial Lock 2/Partial
Lock 3)/Unlock from the drop-down list.

3. Click Submit.

Command Center RX ﬁ o
Model : ECOSYS MABODDIfx
Host Name : KMCBF2B2 - Last Updated :
lessier 2 English h Auto-rafresh 2024/10/18 02:05:28 0
m Home
Davics Information / . . . .
(V) Femreis @ 4\ Security Settings : Device Security
Job Status Interface Block
Network : Refar fo this link. Protocal
E Document Box
' USE Device : (@ Block (O unblock
= Address Book
USE Host : @ Block () Unblock
Device Settings
E} USB Drive : Block Unblock
E Functian Sstfings Cptional Intarfacs : @ Block () unblack
ey :
| f) LR Lock Operation Panel
Security Seffings Operation Pansl : ‘Ur ock Vl
Device Security Job Status/Job Logs Settings
Display Jobs Dstail Status ; [Hide AN v|
Send Security
Display Jobs Log : ‘ Hide All Vl
Network Security
Display FAX Log : () Shaw All (® Hida All
Certificatas
Pause/Resums of All Print jobs : (O Prohibit @ Pormit
% Management Settings
Edit Restriction
82 Links Addrass Book: O off (@ Administrator Only
One Touch Key : O off (@ Administrator Only
Authentication Security Settings
Possword Pelicy Setfings
. olicy : ( )
Passwerd Policy © | off y
: For thase settings to take sffact; click Submit and then restart the device and natwork.
Restart the device or netwark on this poge: Restart/Resat
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In the Operation Phase

Device Management

Product Software Management

It is very important for your organization to keep product software up to date on your
Kyocera product. To do this, please visit the Kyocera global website regularly to check
the latest security-related information.

If your device is still running an outdated software version, it could present an
opportunity for exploiting the product with known vulnerabilities. Users should
maintain the security and functionality of your product by running the latest software
version.
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NOTE
Azs for security level enhancement, A1 | o wl i ean benapabled as a malware
prevention measure. If an untrusted program file, which is not included in the
allowlist, is found, Allowlisting automatically prevents the program from running.
The operational panel of the product shows an example of Security Settings for
Allowlisting setting as indicated in the red box. By default, Allowlisting is Off. For
enablement, administrators can switch Allowlisting to On from the menu.

S B 00:29
Fungtion Administrator Authentication on Firmware Update
Settings >
N On °
Network Secure Boot
Settings .
BIOS + Firmware  °
Ss:ﬁ:‘riw Allowlisting 5
ings
g Off
Job Accgunf_ing/ Administrator Authentication on Data Import/Export
Authentication >
On
Add/Delete Data Security
Application >
Adjustment/ OCR Dictionary Installation °
Maintenance >

Counter Q Close

The screens may vary depending on the product model.

[ nOTE

Users should always apply the latest security updates not only to the product but also
PCs and servers that handle your valuable information assets to protect against
attacks on these IoT devices used for your organization in the office.
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Authenticity and Integrity of the Firmware

We strongly recommend Digitally-Signed Firmware, Secure Boot and Run Time
Integrity Check (RTIC) be used for your Kyocera product in order to verify integrity
and authenticity of the firmware. Particularly, RTIC can be expected to be more
effective as a security measure against firmware alteration when used with the Secure
Boot feature.

The firmware validity can be verified by applying a digitally-signed signature to the
firmware. When the product starts up, the Secure Boot verifies the firmware is
authenticated/legitimate using the digital signature. Even if a firmware is altered by a
malicious person, it can never be executed. RTIC regularly verifies if the validity of the
firmware is maintained during the operation of the product without altering the
firmware deployed on RAM after the product starts up. Even if the firmware is
maliciously re-written, it can be detected by confirming the hash value of the firmware
uploaded to the product and the hash value created from the signature and a warning
is issued as a system error.

With these malware protection settings, the firmware is protected from being altered,
damaging the product, and using the product as stepping stone by a malicious third
person.

S B 00:34
Fax Security
DataEncrypt./Overwrite Enabled
USB/ Trusted Platform Module Disabled
Bluetooth Specification Version
Manufacturer Name
Option/ Manufacturer Version
Application Secure Boot Enabled
— BIOS Enabled
Capability/ Firmware Enabled
Version Runtime Integrity Check Enabled
Allowlisting Disabled
A Close

The screens may vary depending on the product model.
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Print Security

Walk-Up and Authentication Print Job
A print job should be held in the product from a PC until a user enters their
appropriate password through the product operational panel.

If printed documents are left on the product tray for a long time or until the owner of
the documents walks up to the product to pick them up, the documents may be read
or taken by third parties and the document data leaks may be noticed later.

Kyocera offers Private Print feature in the print driver. A password can be set for a
print job. The print job sent from a PC is held in the product, and then the appropriate
password is required to be entered from the panel of the product when printing a
document. This prevents the printed documents from being read or taken by third
parties.

E.g.)

<From the Operational Panel of the product>
Configuring Print/Stored Job setting

1. Click Job Box > Private Print> Stored Job.
2. Enter a password in the password field.

3. Click OK.

28 14:25

B u] ©

Copy Send Status/ Device Language Paper Settings
Job Cancel Information

< Back Cancel Password

Enter the password using # keys.

**********

®
B security.pd

The screens may vary depending on the product model.
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Send Security

Send Security

The product offers various settings to confirm the send destination (i.e., address
numbers) and subject on the screen before sending. This helps prevent sending to the
wrong address and transmitting to the unintended destinations caused by
unintentionally adding send destination to the group.

By configuring these correct settings, organizations can rest assured that documents
can only be sent to the right owner and will not fall into the wrong hands. This effectively
prevents unauthorized use or wrong sending caused by wrong number entry, even by
mistakes or errors.

E.g.)

<From the Operational Panel of the product>

Configuring Send Security setting

1. Click Function Settings > Send/Store > Prevent Miss-sending Settings
2. Switch to On.

28 00:50

©

Status/ Device Language Paper Settings
Job Cancel Information

Prevent Mis-sending Settings

Destination Check before Send

Entry Check for New Dest.

Destination Check on Selecting

New Destination Entry
Permit

Recall Destination
Prohibit

Broadcast
Permit

Destination History Usage

Permit

The screens may vary depending on the product model.
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28 00:53

s & &

Copy Send Status/ Device Language Paper Settings
Job Cancel Information

Close

Check the destination list through the last page. &
After checking the list, press [Check] and then [Start]. Energy Save

Check
Delete
Destination Detail

= Email Address

Entry security@kdc.com

I

The screens may vary depending on the product model.
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E.g.)

<From Web Connection>

Configuring Send Security setting

1. Click Security Settings > Send Security.

2. In Dest. Check before Send, Entry Check for New Dest., and Destination
Check on Selecting, switch to On/Off. In New Destination Entry, New
Destination Entry (FAX), Recall Destination, and Broadcast, switch to
Prohibit/Permit.

3. Click Submit.

Command Center RX & e
Maodal : ECOSYS MAGOODifx
Host Name : KMCEF2B2 . Lost Updated :
— English v Auto-rsfresh o RCRE O
Q Home
E\ Devics Information / . ! .
@ Romote Operation /r\ Security Settings : Send Security
Job Status
Dest. Chack bafors Ssnd : ‘ O :‘
E Documant Box
H Entry Check for New Dast . on )
= Address Bock : =
~
ﬁ_ Brarites Bxiiiinge Destination Chack on Sslscting : " @)
M Function Ssttings New Dastination Entry : @ Prohibit () Permit
s . i Destination: ® Protis O perm
‘=’ Network Sattings Recall Destination : @) Prohibit _) Parmit
Pova——— Broadcast : (@) Prohibit () Permit

Device Security
Sond Sacurity
Network Sscurity
Corfificates

& Managsment Setings

82 Links




In the Decommission Phase

Stored Data Protection

Data Sanitization

At the product’s lease end or end of life, administrators set and execute sanitization
features to completely sanitize the data retained inside the product or any residual
data, using the Data Overwrite Methods such as DoD5200.22-M, DoD 5220.22-M ECE,
BSI/VSITR, and/or the SSD Secure Erase (depending on the product model). Product
settings can revert to factory default settings.

This prevents critical data/information restoration and data/information leaks to the
outside.

[ Note

The operational panel of the product shows an example of Data Overwrite Method:
3-time Overwrite Method (A) that conformstot he UDe&part ment of De
DoD 52 206M,272time Overwrite Method (A) that conforms tot he U. S.
Department of Debenz2QGM2RGEnd 7-time Overwrite Method (B)

that conforms tot h 6&er man Feder al Of fice for I nf or mati

BSI/VSILTR

28 14:17

Cancel Data Overwrite Method

3-time Overwrite Method (A)

7-time Overwrite Method (A)

7-time Overwrite Method (B)

The screens may vary depending on the product model.
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E.g.)
<From Web Connection>
Configuring Reserve a Sanitization Time setting

1.
2.

3.

Click Security Settings > Device Security.

Specify the required settings such as Reserve a Sanitization Time and Device

Use After Sanitization.
Click Submit.

Command Center RX

Modal : ECOSYS MAE000Ifx
Host Name : KMCEF2B2

Location : English v
Home

Device Information /

Unusable Time Settings
Doeument Box
Unusable Time :

Address Book

i
Fe
Job Sratus
=
(&

Data Security Sattings

Remote Operation 4\ Security Settings : Device Security

(]
M Admin

Last Updated :

Auto-refresh 5 2 6/10/25 00:19:03

Q
=

Settings

E} Device Seffings
[® Funcrion settings
Data Sanitization
@ Network Settings Ressrve o Sanitization Tims :
Tear
Davice Security Month :
) Day:
Send Security
Hour:
Network Sacurity
Devica Use After Sanitization ;
Cartificates

(@ Prohibi

it () Parmit

Firmware Update

% Managsment Sattings
Administrator Authentication on Firmwara

Update:

82 Links
Data Import/Export

Administrator Authentication on Data
Import/Export

Secure Boot

Secure Boof :

(@) BIOS + Firmware
O slos

: For these settings to take effect, click Submit and then restart the device and natwork.
Restart the devics or network on this page: Restart/Resst
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